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Using ThreatScreen on the Palm

Tip: After installation you have to sync twice, once to install the
M application and a second time to synchronize the data.
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How to Launch Threat Screen [11:43 arm =) - Al

1 After you have completed the
installation instructions, turn the Clock  DateBook Expense

palm on and tap the ThreatScreen 69 @

Icon. (Fig.1)

2  You will now see the Threat @

Screen splash screen. The splash

screen will stay open for a few 3
seconds. (Fig.2) You can bypass & o
The Splash screen by fopp“’]g |T ThreatSc... ToDolList Welcome |

Fig.1 The ThreatScreen icon appears
in your main menu

ThreatScreen

5%

powered by -
ri' realinterface ESP™

Fig.2 The ThreatScreen splash screen
appears as the application loads



Library Selection Library Selection Page

Select Library Buttons  Action

At this point in the application you
will be asked which library you want

Start Begins screening using

EMS Detailed Scraen

—i
>
=
3
73 EMS Quick Screen the highlighted Library
% to use. The libraries displayed in the E: DEtuI?Ed Screen Agents | Lists all the agents
= ) . :
= l!ﬁ ?re dep?nden’r on your organtza o Quit Returns to handheld home
o tion’s function (emergency medical
3_ services or emergency room person-
= nel).
e Start ] |Agents || Quit
gt To use a library, highlight the library ( ) ) )
3 and then click “Start” (Fig.3).
Fig.3 The Library Selection Page
Using a Librqry Library Screening Pages
Buttons  Action
AHTkr se|ecf;]ng Oh library, fh? palm Prev Displays the previous question
f i -
walks you Inrough @ Seres ot ques Next Accepts the answer and takes you to the next question in the decision

tions that determine the possibility of

tree based upon the given answer.
exposure fo a threat.

Home Returns you to the first question in the library.

At any point in time you can open a Below, examples of a yes/no question and a question with a list of answers.
new library by clicking the “Library”
button in the top right hand corner

of the screen (Fig.4). You can also EMS Detailed Scre... IEETRD —
open a new library by selecting “Li- Irnpaired judgement, seizures, ENIS Detailed Screen

brary” from the “Options” menu. paralysis, or neurological effect? Respratory effects?

Each screen contains o question
and a list of selectable answers, as Mo

well as three action buttons; “Prev” P

(previous), “Next”, and “Home”
(Figs. 4&5).

[ Prev ] [ Home ] [ Mext ] ( Prev ) [ Hoene ) [ Next )

Fig. 4 Screening questions Fig. 5 Screening questions



S(reening Results Fig. 6 Screening results in a list of Fig. 7 Screening results do not match

;l_ agents the symptoms of any agnet

g Your answers to the questions will MMatching Agents

P result in one of two outcomes: no

g match, or a list of possible agents. O

g There are no agents that

o If your answers result in possible match the answers.

2 agent matches, you will see the

3 MATCHING AGENTS screen. Figure

- 6 shows one result, there may be VYessicants - Chenical

% multiple agents that match a set of (Change Answer ) [ Reset Series )
symptoms. (___Detail )(__ Report ) [ Enter Report ] [ ChangeLibrary ]

(Last Question )| Restart ]

If your answers result in no matches,
you will see the NO MATCH screen

(Fig.7). Matching Agents Page No Matching Agents Page

Buttons Action Buttons Action

Detail Displays the details of Change Returns to the last ques-
the highlighted agents. Answer tion.

Report Displays the Victim Change Returns to the Library
Reporting Screen Library Selection Screen.

Restart Restarts the question Restart Returns to the first ques-
series. Series tion in the Library.

Last Returns to last question Enter Displays the Victim

Question Report Reporting Screen

s

Librar Sometimes a screen can result in

more than one possible agent. In the
event of multilple matches you may
view agent details by highlighting an
agent and clicking “Detail”. When
you have reviewed the details, select
the most likely agent(s) by clicking the
corresponding checkbox. Then click
“Report” to input victim details.

] Merve Agents
O Pulmonary Intoxicants
[ Vessicants

Cyanide - Chernical

| Detail 1 Report ]
(Last Question ){  Restart )
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Agent Details

Once you have identified a possible
agent, you can get more informa-
tion about that agent by highlighting
the agent (if there is more than one
match) and clicking the “Detail”
button.

Once in the detail view you can
click the down arrow to see all the
categories of information.

Selecting a category displays that
information about the agent.

Selecting “OK” returns you to the
MATCHING AGENTS screen.

Matching Agents

a

Vessicants - Chemical

I Last Question )

Agent Details

Agent Jetails

Vessicants

Local Protocol
Early Treatment
Protection

Mational Contacts
Agent Classification
Specific Agents

o S e I T e 1

Distinguishing Characteristics
Cormmunication Protocol

Equipment Decontamination
Patient Dacontarnination

Yessicants

w Distinguishing Characteristics

Asymptornatic period followed by
skin erytherma and skin blistering;
airway and conjunctival irritation

Qdor: Garlic, horseradish, onion,
of raustard {rustard); geraniums

| OK |

i
g

Fig. 8 Viewing “Agent Details” from the

“Matching Agents” screen

Agent Detail Page

Buttons  Action

OK Returns to Matching
Agents screen.
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Reporting Victim Details

To report victim details check the
agent(s) and click the “Report” but-
fon.

The EDIT VICTIM REPORT page will
display. Input as much victim infor-
mation as you can. All fields, except
“Victim ID”, are optional. If “Victim
ID” is not entered you will not be
able to save the information.

Once you have entered the victim
information, click the “Ok” button.

The VICTIM REPORT displays with
a Summary of the victim data. The
data may be edited upon review,
deleted, or permanently saved for
upload by clicking “Finish”.

On the next Hot Sync victim data
will be removed from the PDA and
uploaded to the website.

Edit Victim Report Page

Buttons
OK

Action

Saves the victim data
and displays the Agents
Report.

Fig. 9 Recording victim data

Matching Agents

O

Vessicants - Chemical

( Detail )
(Last Question [

Report )
Redtart )

Edit Victim Report

fiest
ID: .
Address:
TR oM i AGE i
Deg Min Sec

GPsLat: 5] w0 w0 w0
GPSLon:[l[E] w0 w0 w0 _|
COMIIVBINE: - .oococccuvssccciosnccmmsbsimsoniasisssioniss

Any ll: O Yes & Mo 1t

Fig. 10 Entered victim data can be edited or saved for upload.

Victim Report Page

Buttons  Action

Edit Returns to editable format

Finish Saves the victim data and
returns you to the LIBRAR-
IES screen

Delete Deletes the victim report

Entered: 7/26/2004 11:32:27 AM

Selected Studies:
Cyanide

Last: ludd

First: John

ID: Judd
Age:
Address:
Zip Code:

() O o) &
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Using the Options Menu

At any time you may click the palm
menu button, or click on the head-
ing, to invoke the OPTIONS menu.
With the OPTIONS menu you can
add new victims and view agent de-
tails without screening. You can also
view all victim reports inputed since
your last hot-sync and your admin
can adjust server and password
information.

Invoke the options menu at any
fime by clicking the menu button
on the palm or by clicking the
heading.

Viewing Victim Reports

Victim reports may be viewed from
the OPTIONS menu. Select “Victim
Reports” in the pull down menu.

A list of victim names will display.
Highlight a name and click “View”
to view report details. The VICTIM
REPORT displays. You may edit the
data, delete the report, or return to
the victim list.

Fig. 11 Viewing the victim list from the Options menu

Victimm Reports

Tornasini

Entered: 772672004 11:32:27 AM
Marne: John Judd

[ Wiew ] [ Delete ][ Edit ]

Reports List Page

Buttons

Action

View Displays VICTIM RE-
PORT page for high-
lighted victim

Delete Deletes highlighted
victim’s data

Edit Displays the VICTIM RE-

PORT in editable format
for the highlighted name

Victimn Report

Entered: 7/26/2004 11:32:27 AM

Selected Studies:
Cyanide

Last: Judd

First: John

1D: Judd
Age:
Address:
Zip Code:

(o) G (o) &

Fig. 12 Viewing victim data from the Victim Reports page

Reports List Page

Buttons  Action

Edit Makes the report fields
editable

Finish Closes the report and
returns to the Victim list

Delete Deletes the victim report




Viewing Agents oo

Server Select Library
Agents can be viewed from the K'Zt':::';':‘efi':;zi e
LIBRARIES screen by highlighting a Y 2 EMS E""":'Iad acreen
. s “ ” About ThreatScreen EMS Quick Screen
Library and clicking the “Agents Hel ER Detailed Screen
button. T g o ER Quick Screen

A list of agents can also be viewed
by invoking the options menu. Click
the menu button on your PDA. ((Start ) (Rgents ) (_Quit )
Select “Agents in Library” from the

( Start ) (Agents ) [ Quit )
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drop down menu. The AGENTS IN
LIBRARY page will display.

Agents In Library Agents in Library Page
EMS Detailad Scresn Buttons | Action
O Botuliem Detail Highlight any agent and

press “Detail” to view

O Cutaneous anthrax . .
agent information

O Cyanide

O Incapacitating Agents

Report Check one or many
O Inhalational anthrax

agents and click “Report”

& to create a victim report
View Librqry Agent Details Monkeypo - Biological without screening
Library Displays the Library Selec-
On the AGENTS IN LIBRARY page, tion Screen
highlight any agent and click the E;D B Report v

“Detail” button to view the agent
details. (See “Veiwing Agent De-

tails” p.7)
edit Victim Report
Vessicants L
First:
w Distinguishing Characteristics
Asymptomatic period followed by
AgenI-Vidim Reporting airway and conjunctival irritation

Qdor: Garlic, horseradish, onion,
On the AGENTS IN LIBRARY page, or mustard {mustard); geraniums

i
skin erytherna and skin blistering; |
you can check agents and report '

GPSLon: @[ E] w0 w0 w0

Cormnments:

victims without screening. Check- | [T ork 1 | | e

ing an agent indicates a match. finy lI: O Yes ©f Mo L3

Multiple agents can be checked.

Clicking “Report” displays the EDIT

VICTIM REPORT creen. (See “Re-

porting Victim Details” p.5) F{'g.v 13 The AGENTS IN LIBRARY page offers quick access to agent details and
victim reporting without screening.



Viewing Help )
Server
Victimn Reports

Epentaint ibees

ThreatScreenHelp

From the OPTIONS menu select
“Help”; the THREATSCREEN HELP
will display. It lists contact infor- s I
mation for assistance. The page i
content is configured by your Threat-
Screen Administrator.

ThreatScreen

Pls Call 1-888-123-4567

Version 2.00

( Start ) (Agents ) [ Quit )
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Fig.14 Use the OPTIONS menu fo view
help/contact information

Using Enabled Navigation

Enabled navigation is available us-
ing the joystick on the Zire71 and the
5-way pad on Tungsten Models,

functions are described below: Fig.15 Navigation on the Tungsten

handheld

Palm Screen Actions Triggered When Using Joystick Navigation
Pages Up Down Left Right | Push (Quick) Push (Long)
Library Select Move Up In The Move Down In The OK Cancel - Exit Application To
Library List Library List Launcher
Library Main | Move Up Answer List | Move Down Answer | Previous | Next Home Library
(Survey Pages) In Table List In Table
Matching Move Up In List Move Down In List Detail Report OK Exit Application To
Agents Launcher
Edit Report Move Up On Page Move Down On - - oK Exit Application To
By Changing Fields | Page By Changing Launcher
Fields
Report Scroll Up Scroll Down Edit Cancel Send Exit Application To
(If Scrollers Enabled) | (If Scrollers Enabled) (If Enabled) Launcher
Agent Detail Scroll The Field Scroll The Field Scroll Scroll OK Same as tapping the
Details Up Details Down Up Down popup trigger
Regular Popup — — - - OK Exit Application To
Alerts Launcher
No Agents - — Change | Change | Restart Series | Exit Application To
Found Answer | Library Launcher
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Using ThreatScreen on the Web

Getting Started

Getting started with ThreatScreen is easy. First log in to your
Internet service provider and then type in the URL for Threat-

Screen provided by your organization. The ThreatScreen
LOGIN is presented (Fig. 16).

Type your ThreatScreen user name into the “Login” field and
your password into the “Password” field and click the “Sub-
mit” button or strike the “Enter” key. (You can also click the
“Clear” button to clear both fields and start again.)

If either your login ID or password is incorrect, the “Login
Incorrect” message is displayed and you must re-enter both
your login ID and password. If both are correct, the PROTO-
COL MANAGER is presented (Fig.17).

[T rIE]

B LR e fpote Dk e

&% ThreatScreen”

Protocol Manager
Lo ool i
N i ]
e el ]

Wamber of Rscars por Puga 50 | 180

o s Er—— B ewm ol 4
w o By g e Rl Mo #
il Dt Fach W uh areen. P T— #
e Ol Pty B Dt Sernan e o s #
W g Ot bt EME Dot Sernen ftte ol Mnsmngn #
m e Cod s 5 g Frop— #
ks inran v v Pl oo #
Culwenss Rothens Dalnd Pty R G Sarean Bt ol Mot #
sty et el Pty R Dot Sernn e #
ey erts Dafnt Pt 50 Cotal o0 e L #
u [ et pn Bt e P — P
e inkren Dt e To— 4
e i naren B v sown e e #
W Fiiertt) Mrshogesl R s Sovwen e ol Wessseg &
[y Ty Yy [y Tr— Al =l
i T e

Fig.17 Protocol Manager Page

| Be i3 Ver foim Dok e |
g ]t o v o o T8«

&% ThreatScreen™ e ™

Fieaze Login to the ThreatScreen System

[ !
P = —
==

&l e (' 1 b

Fig.16 ThreatScreen LOGIN Page

f—
C—x

Tip: If this is your first time signing in to ThreatScreen, you should change your
password (see “Changing Your Login Password” p.10)
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Changing Your Login Password

To change your login password, click the “Change Pass-
word” link on the upper right-hand side of any ThreatScreen
page. The CHANGE YOUR PASSWORD form is displayed.

/2 Change Password - Microsoft Internet Explorer =10] x|
CHANGE YOUR PASSWORD

Password [..ooooo

Confirm your P ord

|&] Done [ 1| |4 internet 7

Fig.18 Change Password form

Passwords must be at least six characters in length. To
change your password, type the same value in both the
“Password” and “Confirm your Password” entry fields and
click the “Save” button.

If the new password does not meet the length requirement,
the error message, in Figure 19, “You MUST enter a New
Password of at least 6 characters” is displayed. To fix, click
the “Ok” button and re-enter new password values of at
least six characters in both fields before clicking the “Save”
button.

If both values are equal and meet the length requirement,
the new password is saved and the Change Your Password
form closes.

If the new password values do not match, the error message,
in Figure 20, “Your password and its confirmation do not
match” is displayed. To fix, click the “Ok” button and re-
enter your new password value in both fields before clicking
the “Save” button.

&
R\.

i}‘” {&\1 2R
\ e (-
f jf/ \\.\::L\_,-r -—Z'_»,SI! 2

Microsoft Internet Explorer ! x|

! E ‘fou MUST enter a New Password of at least 6 characters!

Fig.19 Password Length Invalid Message

Microsoft Internet Explorer ] 5'

Q Your password and its Confirmation do not match - please try again

Fig.20 Password Confirmation Mismatch Message

10



Navigation Tabs Change Password and System Logout

\Protocol Manager - Microsoft Internet Explorer =8| x|

Change Password  Lag Out

—
>
=
(0]
[e]
=4
& ble Fil
Table Filter S -
2
o x ThreatScreen
(0] Victim Screening and Emergency Management for Chemical, Biological, or Mudear Threats
=]
=] Protocol Manager
a— — e 5 View additional pages of data
D e A T et
g Oraanization [} Orgeruasions =] | Listageots |
O
Select the L,mumr&wmmlm Records Displayed 1 - 50 {of 62) wet>> 8 Lumber
number of : . : )
/ Agent Code Agent Name Library or records in
records to 1 Herve Agents Respiratory whesze cough R Quick Screen State TS fh ) d
diSpIOy in Vessicants Fulmonary ER Quick Screen State of Mississippl © gysiEin eln
the tabl Vessicants Defank Path R, Quick Scroen State of Misissiopl 20y Y the number
€ rable per Herve figents Defauk Path ER Detaled Saeen State of Misissionl ] or records
page Herve Agents Default Path EMS Detaled Screen State of Mississipl vl .
Smalpo Genersl Fiu ER Quick Screen State of Mississippi 2| Currenf/y bemg
Smallpor DeFault Path ER Quick Sereen State of Mississippi #] dlsplayed
Cutaneous Artheax Default Path ER Quick Screen State of Mississippi 2| onscreen
Incapactating Agents Default Path ER Detaled Screen State of Mississippi 2|
Inc apacitating Agents Dafault Path EMS Detaied Screan State of Mississiopi 2|
Cyaride Doaf st Path EMS Detalad Screen State of Mississippi gj
Cyanide Dafauk Path ER Detaled Scresn State of Mississippi |
VHF (Filoviridas) Defaudt Path ER Quick Screan State of Mississippi !J
VHF (Floviridae) Neurclogical ER Quick Sareen State of Mississippi I
NHE (Elendririas) [ e — 1 |

Srabe of Mhcsiecined

. 7

View/Edit action for row items

Green arrow indicates sort order

Fig.21 Detail of Protocol Page

The Protocol Manager

To refresh the list to its original state, click the “Reset
Filters” button and then the “List Agents” button.

The PROTOCOL MANAGER displays a list of all WMD
agents in the system, in columnar format, showing agent
name, agent code, the library in which the agent resides and

the organization that owns the library. The listing is alpha-  You can sort the list in order on any column by

betical by Agent Name. This is the list of agents available for
screening victims.

Below the PROTOCOL MANAGER label on the upper left is
a shaded box showing the filter values applied to the PRO-
TOCOL MANAGER page. The fields contain the filter values
that determine the agents that appear in the list below the
filter.

The values are set to all available agents, libraries and orga-
nizations, by default. Clicking the down arrow to the right of
any field displays the complete list of values from which you
can select if you wish to narrow the list of displayed agents.

clicking on the column name. The highlighted up
or down arrow that appears to the right of the
sorted column’s name indicates the sort order
( = ascending or *descending). Clicking on the non-
highlighted arrow sorts the column in that order.

The icon in the right-most column is for viewing the

related agent detail. You must have administrator
level permission in order to edit an agent.

11
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Viewing/ Editing Agent Details (Protocols)

You may wish to familiarize yourself with the protocols and
symptoms of agents for which you will be screening victims.
To view the details of available agents, go to the Protocol
Manager (Fig.21) and click the edit icon (|| located at far
right, in the row of the agent you wish to view. the AGENT
MAINTENANCE

Clicking the edit icon will open the AGENT MAINTENANCE
pop-up window. If you have ThreatScreen User permissions
the agent details will appear in readonly format (Fig.22). If

you are an Organization Admin you may edit “Communica-
tion Protocols” and “Local Protocols”.

The AGENT MAINTENANCE pop-up displays the details of
a given agent including:

* The library to which the agent is assigned (ineditable)

¢ Agent Name (Prepopulated text field)

¢ Agent Code (Prepopulated text field)

* Path Name (Prepopulated text field)

* Agent Classification (Chemical or Biological)

» SpecificAgents (Prepopulated text area, chemical agents
only)

* Distinguishing Characteristics (Prepopulated text area)

¢ Communication Protocols (Text Area, configurable by
your Organizations Administrators)

* local Protocols (Text Area, configurable by Organiza-
tion Administrators)

* Early Treatment (Prepopulated text area)

* Protection (Prepopulated text area)

* Equipment/Clothing Decontamination (Prepopulated
text field)

¢ Patient Decontamination (Prepopulated text area)

* National Contact Numbers (Prepopulated text area)

Clicking “Cancel” closes the AGENT MAINTENACE pop-
up.

Organization Administrators also have the options to “Clear
Changes” (reverts the text fields to their last saved state) or
“Save” (saves changes to the agent).

‘J Agent Maintenance - Microsoft Internet Explorer =] 3]

O

AGENT DETAILS

State of Mississippi

Di:
h

Library EMS Quick Screen
Agent Name  Cyanide
Agent Coda 2
Path Name  Respiratory
Agent Classification  Chemical
Specific Agents  Hydrogen cyanide (AC), chioride (CK), and cyandie

There are few symptoms with low dose cyanide. Within minutes

of high-dose exposure, the patient will lose consciousness,

begin seizing, and go into respiratory and cardiac arrest. May sesa
skin. Small

of CH

Early

¥ p can cause
multiple within minutes, rapid breathing and

heart beat, restlessness, dizziness, and emesis. Large dose
o algo cause i i anion
gap metabolic acidosis and death.

Cormmunication
Protocol

Local Protocol

Remowe victim from the cyanide source. Rescuers must have the
highest level of respiratory ion (Level i
patient as i ion, airway control,
and supportive care with access and

cardiac are Cyanide ity

are not in the ital setting but may be on hand at

certain ial sites or #% S00n

as possible in suggested or known cases of cyanide toxicity.
Antidote kits include amyl nitrate or sodium nitrate and sodium

i In cases of i ion, do not induce emesis. Instead,
trest with activated charcoal shurry.

Don full HBC suit and respirator and ensure no skin is exposed.

Protection  Rescuers must have the highest level of v

(Level A).

Ecu tiClothi Don fuldl HEC suit and respirator and ensure no skin is exposed.

Rescuers must have the highest level of respiratory protection
(Level A).

Patient Exposure to vapor alone does not necessitate decontamination.

Remowe wet contaminated clothing and decontaminate the skin

s appropriate with soap and water.

MNational Contact CDC P Hotline (24 h ) 1-T70-488-T100
Humbers  Hational Response Center: 1-800-424-8802 or 1-202-267-2675

Image

£]Done

[T [@ntemet

Kl

Fig.22 Agent details for Cyanide, in readonly mode

R Agent Details - Microsolt Internet Explorer 3

Library
Agent Name
Agent Code
Path Name

Agent
Classification
Specific Agents

Distinguishing
Characteristics

Protocol

LLocal Protocol

€] oone

AGENT DETAILS

ER Quick Screen
Herwe Agents
1

Default Path
Chemical

Sarin (GB), Tabun (GA), Soman (GD), VX, GF

P ying degrees of copious
and pinpoint pupils (SLUDGE syndromee: salivation, lecrimation, urination,
defecation, Gl upset, emesis). More severe exposure will slso cause lose of
consclousness, seizures, and apnea. Runny nose and tightness in the chest
and throat

after apor {and
odor does not provide adequate warning). Small amounts of skin exposure
i more up to 18

amounts of lguid cause Other
symptoms include shortness of breath, flaccid paralysis and twitching,
respiratory fallure and death.

Enter your Organization's communication protocol, =|
including office names and phone nusbers.

=l
Enter your Organization's unique protocols for ;I

handling cases where this agent may have been
used.

=

Remove patient from source and initiste patient decontamination. Initiste
and

The military

|4 Internet:

=

4

Fig.23 Agent details for Cyanide, in edit mode
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Screening Victims

o 1 data is optional. The screening libraries will not ap-
I pear until victim data is entered and saved (see Enter-

AT Bt el ing Victim Data, below).

Firt hams

.,51 Screening on the web is as fast and easy as on the
2 Palm. To begin screening a new victim, click the
n(-;’ “Screening” tab. The SCREENING page will display.
P The page is bisected info two parts: the VICTIM DATA
e form and the SCREENING pane.

) alelx

= L L Enter the victim data in the VICTIM DATA form. A
=3 8% ThreatScreen” 4= victim ID is required to begin screening, other victim
:

Once victim data is saved the “Select the library” box
will appear. Click on a library name to select it. The
dynamic questionnaire will automatically load.

b el

T

osume WA 101
s FHE T To administer a screening, click the appropriate an-

swer to the question asked of the victim. The selected

i ! answer causes the next question to be presented.
e v When all questions are answered, ThreatScreen
k ! R determines if the answers provided meet the require-
° . ments for any agents in the library.
Cunent Trrea Lovet H .mmm ]
& [T @ wiemet
[} N ( | \
Fig.24 The Screening Page ® . Victim Data
® e FistName | |
°
° ) LastMame | |
e [ ]
Dste Sereened | 711672004 2.02:39 Pl |
Address
w [ ]
. . ) ostatue N[0 J°f0 |.[0 |
Entering Victim Data
orstonghuce  [E x][0J°[c ].[0__]
Victim data is entered before screening. To enter a new z
victim, click the “Screening” tab.The VICTIM DATA form is Comments
shown in Figure 25. Note that “Victim ID” is the only re- -
quired field. Most of the other entry fields are fairly standard; _
only the fields that warrant some explanation are addressed Orervoine? Cves C

in this section. K  save | | cancel | J

Last Screen Time is system-provided and shows the date
and time of the most recent screening.

Fig.25 The Victim Data Form

The Clear Changes button clears all user entries and selec-
tions prior to saving them.

The Cancel button is only used when updating victim data

N\ J
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i ThreatScreen”

o e ke B

The Screening pane is
activated once victim data
is saved.

O et

&% ThreatScreen”

A Library is selected
and questions begin.

Libesry : ER Quick Scraen | Resetiibrary |
Mot prominent effacts? & Newkogicsl
€ Respirstory
€ permatciogcsl
Meurclogical effect? . . .
Siocoanessmctionite | | The dynamic questionnaire
oD osegs snasesescencen | |- dfjusts to your answers.
L] T o
o Dy woseapaect. | A victim is matched to
e )
oo ] Cyanide.
“Cherry-red” shin? © Yer ‘I
Cho
G ieritation ® ves
Che
Eyeirtation, pinpoit pupls?  ves
Cho
| Done, View Agents |
=il x|
Cyanide =
z
Clawsdic stion (=
Spwcific Agents and cymraSu
| Save Victim | .ET’ -
mmwm“mﬂm Lo
Proteeol b i, and
po—
Eaely Trostmpnts | SPPORIatE, Cyanide o
hospRals. Administes sidolos 3% soon as posile in S o (1
Agent details are _ s ey e
displayed when “View /// .
Agents” button is — P | ot "
Clicked. The defci’s Of Hanonet Comtact mmmww;gllmggrnmrwmm
Cyanide are presented e
in this example. Coiawidon

[glivone

[T

Fig.26 The screening process from library selection to agent match.

If no matching agents are identified, Threat-
Screen displays the message, “There are no
agents that meet your criteria” following the
final question. If matching agents are identi-
fied, a button labeled “Done, View Agents”
appears following the final question. Click-
ing the button displays the list of matching
agents.

You can view the details of any of the match-
ing agents by clicking a the Agent Name
then clicking the “View Agents” button.
Figure 26 shows the screening process from

\
Tip: At any

library selection to agent match.
fime you may
click the “Reset

Library” button

to select another library.

Tip: You may change your answers
at any time by selecting a new
answer. The questionnaire will auto-
matically re-optimize based upon
your new answer.

J

Saving Victims to the Data Base

When you have completed screening, you
must click the “Save Victim” button at the
bottom of the screening pane, below the
agent match box. The victim and their
screening results are saved. The VICTIM

MANAGEMENT page will load.

14



[The “Victins” tab.

([ e Edt M\ NGavortes Took telp

Change Password

Log Out

o |
>
=
(0] ™ St 1
Q . . . . .
7 The list can be filtered by victim, library,
@ agent, or time screened.
[0}
(0] T
| Victim Manager
g Victim's Last Name I’“ ictims vI
% Library [An Cibraries ~]
Agent All Agents = o o o 9
< " I = = View View and update Delete victim
ate 22 m L] . . . .
o Data can be [y = 2 oo’ Basat Filter Response victim information from the system
o sorted by i [aty ][] [200e ] 2 Report
column.
S Records Displayed 1 - 19
> Victim No. Last Name First Mame Date Screened Screener Lo
Botulsm 333333 Testl Raob 7f29f2004 10:49:52 AM Reallnterface Administrator EMS Quick Screen K x
Cutaneous Anthras 333333 Test1 Rob 71292004 10:49:52 AM Reallnterface Administrator EMS Quick Screen R|#] %]
Cyanide 333353 Testl Rob 7[29/2004 10:49:52 AM Reallnterface Administrator EMS Quick Screen E! ﬂ ﬁ
Incapackating Agenits 333333 Test1 Rob 7/29{2004 10:49:52 AM Reallnterface Administrator EMS Quick Screen R| ] %]
Inhalational anthrax 333333 Testl Rob TfZ9/2004 10:49:52 AM Reallnterface Administrator EMS Quick Screen B_I g_J _)_(J
Monkeypox 333333 Testl Rob 7/29/2004 10:49:52 AM Reallnterface Administrator EMS Quick Screen R| & %]
Merve Agents 333333 Testl Rob 7[29{2004 10:49:52 AM Reallnterface Administrator EMS Quick Screen EI ﬁ ﬁ
Puclsar (C/CNS) 333333 Test1 Rab 7/29/2004 10:49:52 AM Reallnterface Administrator EM5 Quick Scresn R]#] %]
Nuclear (GT) 333333 Test1 Rob 7/29/2004 10:49:52 AM Reallnterface Administrator EMS Quick Screen R]#] %]
Prieurnonic plague 333333 Test1 Rob 7292004 10:49:52 AM Reallnterface Administrator EMS Quick Screen R| & %]
Pulmonary Intoxicants 333333 Testl Reb 712312004 10:49:52 AM Reallnterface Administrator EMS Quick Sereen R| & %]
Ricin (Ingested) 333333 Test] Rob 7/29/2004 10:49:52 AM Reallnterface Administrator EMS Quick Screen R|#] %] =l
[&]pone [T [ meemet

Fig.27 The Victim Manager Tab

Working with Victim Data

The VICTIM MANAGER displays a list of all victims in your
organization. The VICTIM MANAGER page is presented
upon saving a victim following screening or by clicking the
“Victims” tab.

Tip: A victim appears as a row item
for each agent. The multiple listing
displays all agents a victim has been
screened against. Any action taken
on a victim in a row affects that victim
for all rows in which it appears. To
limit the number of rows listed, use
victim or agent filtering.

The VICTIM MANAGER page is displayed in columnar
format, showing Agent Name, Victim number, Victim name
(Last, First), Date Screened, Screener, and Library.

You can sort the list in order on any other column by clicking
on the column name. The highlighted up or down arrow that
appears to the right of the sorted column’s name indicates
the sort order (ascending or descending). Clicking on the
non-highlighted arrow sorts the column in that order.

Each victim will appear in a row for each agent. The multiple
listing allows you to see all the agents the victim has been
screened against for comparison. You may view one victim,
or one agent, at a time using the filters.

15
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Even though the victim is repeated multiple times, the action
buttons perform the same action for all instances of that vic-
tim. For example, changing the spelling of a victims name in
one row will update for all rows listing that victim.

The three icons in the right-most column allow you to edit
victim data, delete a victim from the database, and view the
victims disqualification report.

Victim Manager Filter

Below the “Victim Manager” label on the upper left is a
shaded box showing the filter values applied to the VICTIM
MANAGER page (Fig. 28). The fields contain the filter val-
uves that determine the victims that appear in the list below
the filter. The default values are set to all available victims,
libraries and agents; and the from and to dates are set for
the last eight days.

Clicking the down arrow to the right of any field displays the
complete list of values from which you can select if you wish
to narrow the list of displayed agents.

To refresh the list to its original state, click the “Reset Filters”
button and then the “List Victims” button.

Editing Existing Victim Data

To edit information about an existing victim, click the edit
icon in the right-most column of the page. The VICTIM
MAINTENANCE form is displays in a pop-up window
(Fig.28). This form is similar to the original VICTIM DATA
pane on the “Screening” Tab.

Deleting a Victim

To delete a existing victim, click the delete icon in the right-
most column of the page. A confirmation of deletion request
is presented, as shown in Figure 29.

To delete the victim and all related information, click the
“Confirm Deletion” button. To cancel the deletion request,
click the “Cancel Delete” button. Both actions refresh the
VICTIM MANAGER page, using the default filter values.

/3 victim Maintenance - Microsoft Internet Explorer ) =10 x|

VICTIM MAINTENANCE 2]

Vieimid [oora

First Name |Jnhn

LastName  [Smith

Age |42

Address  [123 Elm St

Zip |??214

oPsLattude |5 ][0 el o

GPS Longitude [\ le] elo ]

Comments

Other Victims? " vas & No

alle

[E]oone [ [ [ imwernet

Fig.28 Victim data can be updated in the VICTIM
MAINTENANCE pop-up by clicking the edit icon.

3 Check Deletion - Microsoft Internet Explorer

Victim: 0014 - John Smith
Will delete this Victim and respective Agent associations.

Confirm Deletion | Cancel Delete I

€] pone [ [ ] @ mnteme Z

Fig.29 “Delete Victim” confirmation window.
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23 Yictim Details - Microsoft Internet Explorer =18 =]
Victim Data =l
First Name Smith Time Screened 7492004 2:23:00 PM
Last Name John Screened by Test User
Victim 1D 0014 GPS Latitude [FE[c J°[o ] [o ]
Age 42
Address N [ GPS Longitude WE[c ]°[o ].[o ]
Zip Victim details. Victim /4(
information cannot be edited — 1
here, but changes to VICTIM Cther Victims ? Cves Eno
MAINTENANCE page are
Yictim Responses reflected here.
Question Disqualified Agents
Pulmenary Intoxicants
Riot Agents
Inhalational anthras
Typhoidal tularemia
FPrieumnomne plague
Most prominent effects? Neurelogical Vessicants
Smallpox
Cutaneous Anthrax
Eicin (inhalational)
Monkeypox
SARS
Incapacitating Agents
eurological effect? Unconscious, weakness, twitching, and/or seirures Hoplised ..
' ' VHF (Filoviridae)
Muclear (C/CNS)
“Cherry Red” Skin? No None
GI iritation? Yes None
Eye irritation, pinpoint pupils? Yes None
Qualified Agents
Agent Selected SelectedUnselected
Nerve Agents False | change status |
Cyanide True

“Victim Responses” area shows
the screening questions, victim’s
answers to the questions, and
the agents for which the victim
was disqualified based on this
answer.

Viewing Response Reports for a Victim

Clicking the Response Report icon ([R]) displays the
VICTIM DETAILS REPORT shown in Figure 30. This
report has three sections: “Victim Data”, ‘Victim Re-
sponses” and ‘Qualified Agents’.

The “Victim Data” section shows the basic victim data
information gathered on the VICTIM DATA form, in-
cluding screening dates and times and the screener’s
name.

The “Victim Responses” section shows the screening
questions, victim’s answers to the questions and the

Fig.30 The Response Report

\ By clicking the “Change Status”
button in the right-most column,
you can change the “Selected”

column value to either the “True”
or “False” setting.

agents for which the victim was disqualified based on this
answer.

The qualified agents section contains one row for each of
the agents for which the victim is qualified based on the
latest screening. The entry in the column labeled “Select-
ed” shows whether the victim is preferred for participation
in the corresponding agent (True) or not preferred (False).
By clicking the “Change Status” button in the right-most
column, you can change the “Selected” column value to
either the “True” or “False” setting.
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ThreaiScreen Installation

- A

Installation Overview
M There are three steps to the Threat Screen installation:
1. Run the install application for your desktop
2. Hot Sync to install on your handheld device
3. Hot Sync again to update the agents and libraries.

Note: ThreatScreen requires Microsoft’s DotNet framework to operate. If your system
does not have DotNet the ThreatScreen Installation will install it as well.

(& J

uaaudgypaiy] bBuijpisu)

&5 ThreatScreen - InstallShield Wizard x|

Welcome to the InstaliShield Wizard for
ThreatScreen

Installing ThreatScreen on Your Desktop

The InstaliShield(Ft) Wizard vall install ThreatScreen on your
computer. To continue, cick Next.

The ThreatScreen application can be downloaded from the Threat-
Screen website or installed from a CD.

WARNING: Thes program is protected by copyright law and
inteenational treaties.

To Download

1 Login to the ThreatScreen link provided by your
organization.

2 Click on the “Set up” tab.

3 The SET UP page will load, with two links. (6 Thecatsoeea I AR
. . . . . License Agreement
4 Right click on the install link. If you have a high speed Pleas read the fdlvng cense .
connection download the .exe file, if you have a slower
: e DISCLAIMER, LIMITATION OF LIABILITY AND REQUIRED =
connection download the .zip file. INDEMNIFICATION OF LICENSOR BY LICENSEE j
5 Save the file to your harddrive. NOTICE TO USER: PLEASE READ THIS

CONTRACT CAREFULLY. BY USING ALL OR ANY PORTION
OF THE SOFTWARE YOU ACCEPT ALL THE TERMS AND
CONDITIONS OF THIS AGREEMENT. YOU AGREE THAT

HIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN
NEGOTIATED AGREEMENT SIGNED BY YOU. IF YOU DO =|
(% 1 grcapt tha tanns in the icerss acresment]
1 donot accept the termes in the lcerss agreement

To Install

1 Double click the .exe file. (If you downloaded the .zip file
you will have to extract it first. Double click to extract.).

<pack [ met> | cancel |

TheeatScreen User Information x|

2 The installation screen will load, click “Next”
3 The Terms and conditions screen will load, select “I accept”

Server LRL
and then click “Next” [ 0
4  The ThreatScreen User Information page will load. Enter the ;J:M?
User ID and Password you have been provide and click passmord
Nt =
[eweenses
|
T [
Fig.31 The ThreatScreen installation Screens,
steps 2-4

18




=]
(%]
=
o
3
(o]
—
=n
=
0]
[e]
=
wn
0
=
(1]
()
=}

5 The Ready to install page will load. Click “Next”.
The application will install.

6  When the Finish Dialog is displayed, click “Finish’.
ThreatScreen has been installed on your desktop.

Installing Threat Screen on Your Handheld

1 Place your handheld in its cradle.
2  Right click on the “Hot Sync Manager” icon in the systems tray.
Exit Hot Sync.

3 Go to start menu select “Palm Desktop/ HotSync Manager”.
Hot Sync will restart.

Fig.33 Desktop systems tray

4 Press the “HotSync” button on your handheld.

5  Wait for the system to synchronize. The system will install the
program on the handheld, but will not yet install the screening
files.

6 Click “Ok” when you have finished sychronizing.

7 Press the HotSync button again.

8 Wait for the system to synchronize. It may take over a minute
to sychronize this time.

9 Click “Ok” when you have finished sychronizing. ThreatScreen
and your libraries have been loaded on your handheld.

Fig.32 The ThreatScreen installation Screens,
steps 5-6

1§ ThreatScreen - InstaliShield Wizard

Ready to Install the Program
The wizard is ready bo begin inst allation.

IF you wank bo review or change any of your installation settings, chck Back. Chck Cancel to.
ek the wizard,

< Back Install Cancel

{15 ThreatScreen - InstallShield Wizard

lishield wizard Comph

The Instashield Wizard has successfully instaled
TheeatScreen. Chck Firish to exdt the wizard,
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